[OKYMEHT MOAMMCAH HpI/IHO)KeHI/Ie 8
OSNEKTPOHHOM MOAMNMUCHIO

YTBEpKACHO NPUKA30M

i I'BOY PK «llIkona-untepHaT No24»

ot 31 aBrycra 2022 roga Nel169-on

Mogaeasn
YIPo3 U HAPYUIUTEJIs 0€30MACHOCTH MEePCOHAJIBHBIX IAaHHBIX, 00padaTbIBaeMbIX B
HH(OPMALMOHHBIX cucTeMax nepcoHANbHbIX JaHHBIX B 'BOY PK «lllkoa-untepHart Ne24»

1. Ilepeyenn 0003HAaUYEHMIi U COKPAINEHMI

1.1. APM - apromaTu3upoBaHHOE pabodee MeCTO;

1.2. UP - unpopmanuoHHsIi pecypc;

1.3. UCIIIH - nadopmarmoHHas cucTeMa MepCOHaIbHbIX JaHHbIX;
1.4. K3 - kontponupyemas 30Ha;

1.5. II/IH - nepconanbHbIe TaHHBIE;

1.6. T1IO - mporpammHoe oGecrieueHue;

1.7. IITC - mporpaMMHO-TEXHHYECKUE CPEICTBA;

1.8. IIDMHUH - no6ouHbIe 31eKTPOMArHUTHBIE U3IYYEHHS M HABOIKH;
1.9. C3U - cpencrra 3amuts HHGOPMALMY;

1.10. CK3U - cpencta kpunrorpaduueckoil 3ammTs HHGOpMAIHH;
1.11. ©Cb - ®enepanbHas cnyx0a 6€30MaCHOCTH;

1.12. ®CO - denepanbHas ciyx6a OXpaHsL;

1.13. ®CTOK - denepanbHas ciyx0a 10 TEXHUIECKOMY ¥ IKCIIEPTHOMY KOHTPOJIIO.

2. O0mue noJI0KeHHst

Hacrosimiass Mojenb yrpo3 0e30MacHOCTH MEPCOHANBHBIX MaHHBIX (mamee — Mogenb) COAEPKHUT
CHUCTEMATH3MPOBAHHBIN MEPEUYCHb YrPpo3 OC30MACHOCTH MEPCOHATIBHBIX JaHHBIX mpu ux oopadboTtke B UCII/In ['OY PK
«IIxona-untepHat Ne24y (manee — OpraHusanus). YKa3aHHBIE yIpO3bl MOTYT HCXOJUTh OT MCTOYHHUKOB, MMEIOIINX
AQHTPOIIOTEHHBIH, TEXHOTEHHBIN M CTUXUIHBIN XapakTep U Bo3aencTByonmx Ha ysa3sumoctu MCIIJIH, XxapakTepHble 11
nmaraoi UCIIIH, peanu3ys TeM caMbIM yIpo3bI HHPOPMAITHOHHOH 0€30IT1acHOCTH.

B Mogemun naercs o6o6Omennoe ommcanue MCIIJJH, cocTaB, KaTeropud U TpeIroaraeMbeliii  00beM
obpabateBaeMbIx [1/]H ¢ mocnenyromeit knaccuduranueit UCI1IH.

Mopenb oOIHUCHIBaeT IOTEHUMAIBHOTO HapymuTens Oe3omacHoctn [I/lH W mOIXOIBI TO OIPEAEIECHHIO
aKTyaJbHOCTH yTPO3 C YIETOM BO3MOKHOCTEH HApyIIUTEN B ocobeHHocTer KoHkpeTHoH MCIT/IH.

Hacrosmas Mopens pa3paboTraHa B COOTBETCTBHM ¢ TpeOoBaHusMH DenepaabHOTO 3aKOHOIATENbCTBA M
(henepasbHBIX OPTAHOB I10 3aIIUTE NEPCOHANBHBIX JJAHHBIX.

3. Xapakrepucruka o6beKTa MHGOPMATH3ALUM
B Opranuzaiun cyuiecTByroT ciexyrontue tuns MCI/TH:
e MHCIIIOn BEJICHUS OyXrajaTepckoro y4eTa, ynpaBieHUs MEPCOHANIOM, pacyeTa 3apa0O0THOU TUIATHI

OpraHuzanum.

e  HCII[n nepenaun nabopMarym, B ToMm yncie [1/1H, B nensax ucnonaeHuss OenepaabHBIX 3aKOHOB.

Cocras UCII/Ia n 0OpabaTbhIBacMbIX B HUX IIEPCOHAIBHBIX JaHHBIX MpuBeaeH B [punoxenun Nel k HacTosmeMy
JOKYMEHTY

B kauectBe 00beKTa HHPOPMATH3ALNH PENPHUSITHS BEICTYIAIOT:

e  ABTOHOMHbBIC aBTOMAaTU3HPOBaHHbIE paboune MecTa (APM).
e JloxanpHBIE BEIYHMCIUTENBHBIE CETH.

B 3aBHCHMOCTH OT XapaKTepHUCTHK M OCOOEHHOCTEH OTIENBHBIX OOBEKTOB YaCTh BBIYMCIUTEIBHBIX CPEICTB
JaHHBIX TPEINPUATAN MOAKIIOYEHA K CETSIM CBA3M OOWIEro TMOJb30BaHHMSA W (WIHM) CEeTSAM MEXIYHapOIHOTO
HH(POPMAMOHHOTO 0OMEHa.

BBOJ MepCOHANBHBIX JaHHBIX OCYIIECTBISIETCS Kak ¢ OyMaXHBIX HOcHTedel (HampuMmep, IOKYMEHTOB,
YIOCTOBEPSIONINX JTHIHOCTH CyOhekTa [1J[H), Tak U ¢ 3JEKTPOHHBIX HOCHUTENEH HHDOPMAIIHH.

UCIIJH npeanonararoT, Kak pacnpeneiacHuyro (Ha APM), Tak u HeHTpaIn30BaHHYIO (Ha BBIICICHHBIX (hailIOBBIX
cepBepax cetu) 00padoTky u xpanenue [1]1H.

Iepconanpubie naHHble cyObekToB [1JIH MoryTt BeiBoamuThcs w3 MCIIJIH ¢ mempio mepegaydl MepcOHATBHBIX
JIaHHBIX COTPYIHUKOB OpraHu3anny, Kak B 3JJ€KTPOHHOM, TaK M B OyMa)KHOM BHJIE.

Konrponupyemoit 3ouoit (K3) WMCIIJIH sBASIOTCS 3MaHUS M OTAEIbHBIC MOMEIICHHUS. B npenenax
KOHTPOJMPYEMOH 30HBI HAXOIATCs pabouMe MecTa IOJIb30BaTeNel M MecTa XpaHeHHs apXUBHBIX KOIHH JIAHHBIX, CEPBEPHI
CHCTEMBI, CETEBOC W TeleKOMMYHHUKaIoHHoe oOopymoBanre VCII/IH. BHe KOHTponHMpyemMol 30HBI HAXOMATCS JIUHUHU
nepeaddl TaHHBIX ¥ TEJIEKOMMYHHKAIMOHHOE 000PYyIOBAaHKE, HCIIONB3yeMOoe Il MHPOPMAIIMOHHOTO OOMEHa 10 CeTSIM CBSI3H



0611161"0 IIOJIb30BaHUA U (I/IJ'H/I) CCTAM MCKAYHAPOAHOTO I/IH(l)OpMaHI/IOHHOFO obmMmeHa.

4. CocraB, KaTeropuu M 00beM NMepPCOHAJbHBIX JAHHBIX, ONpeeJeHre YPOBHS 3aIUIIEHHOCTH MEePCOHATIbHBIX
AAHHBIX

Ha ocHoBe xapakTepuctuk U ocobenHocTel, ncnoiap3yeMbix VCII[IH 1 00pabaTeiBaeMBIX B HAX NEPCOHANBHBIX
JTAHHBIX, MOYKHO KOHCTAaTHpPOBAaTh, YTO IEPCOHAJbHBIC AaHHBIE cyObekroB [1/1H, oOpabatsiBatoTcst B OpraHmzanuu
WHPOPMALIMOHHOW CHUCTeMOH, oOpabaThIBatomell OOIIEOCTYIIHBIE MEPCOHANBHBIE [aHHBIE, a TaKXe CHCTEMOH,
oOpabaTbIBaroliel MHBIE KAaTEeropuy MEPCOHATBHBIX JaHHBIX. ClienuaibHble KAaTerOpHH MNEPCOHATBHBIX JAHHBIX H
O6uomerpuyeckue nepconanbHele qanHpie B UCII[n Opranusanuu He 00padaThIBatOTCS.

Just UCI1/Tn Opranu3anyy akTyaibHbl YTPO3bl 2 THIIA - YTPO3bI, CBS3aHHBIE C HATMYUEM HEJOKYMEHTHPOBAHHBIX
(He#eKIapupOBaHHBIX) BOZMOXHOCTEH B MPHUKJIAJHOM MPOTrPaMMHOM 00ECIEYeHUH, HCIOIb3YeMOM B MH()OPMALMOHHOM
cucreme. CornacHo MOANMYHKTY «0» myHkTa 11 «TpeOoBaHuii K 3amuTe MEPCOHANBHBIX JAHHBIX NPU UX 00pabOTKEe B
nH(OpPMALMOHHBIX CHCTeMax MepcoHaNbHBIX AaHHBIX» s MCII[n Opranuzanuu tpebyercst obecrieunTh 3-Mil Kiacc
3aIIUIEHHOCTH TIEPCOHANBHBIX JaHHBIX IIPH X 00paboTKe B MHPOPMALIMOHHON CHCTEME.

5. Cnoco0bl HapylIeHUS XapaKTePUCTUK 0e30MACHOCTH MEPCOHAIBHBIX TaHHBIX
Hcxonst u3 mepedHs NepcoHaIbHBIX AaHHBIX, 00padaTsiBaeMbix B VICII/IH, CymecTBYOT CIEeAyIOIHe COCO0BI
HapyIIeHHUs XapakTepucTuk OezonacHocty [1/1H:

. XHIICHHE TIePCOHANBHBIX MJAHHBIX COTPYAHUKAMU TNPEANPUATHS JUIS UCIIOIB30BAHUSA B KOPBICTHBIX IIEIIAX;

J nepenaya (UHAHCOBOI, aJpECHOM, IOPUANIECKON U npoueil nHpopmaimu o cyobekte [1/]H TpeThuM unam;

. HECaHKIIMOHUPOBAHHOE MyOJIMYHOE pasrilallieHne NEePCOHAJIBHBIX JaHHBIX, CTABIINX H3BECTHBIMHU COTPYTHHKAM
MIPEIIPUATHS;

. HECAaHKLIMOHUPOBAaHHOE TIOJyYeHHE IEePCOHANBHBIX JAHHBIX TpPETHUMH JIHMIAMU;

. YHUYTOXEHUE  (PUHAHCOBOMW, aJpECHOM, IOpUANYECKO U Tpodel mHpopmarmu o cyobekre [1/1H;

. Momudukanus  (HUHAHCOBOH, apecHOH, IOPUANIECKO ©  mpoueii nHpopmanuu o cyowsekre [1/1H;

. OmokmpoBaHue (UHAHCOBOH, apECHOH, FOpUANYecKoil u  mpodeit mHGopMaln o cyonekre [1/1H;

. BBOJI HEKOPpPEKTHOH (G HHaHCOBOUW, agpecHO!, WPUOAUISCKON W Tmpouerd wuHPoOpMauu o
cyonexre I1J1H;

. nepeaada HEKOPPEKTHOH (UHAHCOBOH, aIpecHOH, I0pHIMYecKol U mpoueii nHpopMmammu o cyobekre [1/1H;

J UCKa)KeHUE apXUBHOU uH(popmaiuu o cyobekry [1/]H.

J YHHUYTOXXEHHUE apXUBHOU MH(popMaiuu 1o cyobekty I1/1H.

6. Yrpo3bl 0e30MacHOCTH NMEPCOHAJBHBIX JAaHHBIX, MPH X 00padoTke B HHGPOPMANMOHHBIX CHCTEMAX
NEePCOHAIBHBIX AAHHBIX

ITox yrpo3amu 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX Tipu UX 00padoTke B CIT/IH moHuMaeTcsi COBOKYIHOCTh YCIOBHIA
1 (pakTOpOB, CO3MAIONINX MOTEHIUATIBHYIO WM PEATHHO CYIIECTBYIONIYIO OIIACHOCTD, CBA3AHHYIO C YTEUKOH HHPOPMAINN
U (WIM) HECAaHKUMOHHMPOBAHHBIMH M (WJIM) HeNpeJHaMEepeHHBIMH BO3AeiicTBHAMM Ha Hee. Takum oOpa3oM, yrpossl
6e3onmacaoctu I[1JJlH mpm ux obpabotke B MCIIIH MOryT OBITH CBSI3aHBI Kak C HENpeIHAMEPEHHBIMHU EHCTBHAMU
nepconana MCIIJJH, Tak ¥ CO cCHENUANbHO OCYIIECTBISEMBIMU HENPABOMEPHBIMH JACHCTBHAMHU OTAEIbHBIX
OpraHM3alyil U TpaKJaH, a TaKKe WHBIMU UCTOYHUKaMH yrpo3. HempaBoMmepHble N€HCTBHA MOTYT UCXOAUTh TaKXkKe M OT
COTPYIHMKOB TPEANPHATHS B Cllyyae, KOTJa OHH pacCMaTpUBAIOTCS B KadecTBE IOTEHIMAJIBHOTO HAPYIIUTEINS
6e3omacuoctu [1/H.
B nensx ¢popMupoBanus cucTeMaTH3MPOBAHHOTO MepedHs yrpo3 0ezonacHoct I1JIn nmpu ux obpaborke B UCIIIH u
pa3paboTke Ha MX OCHOBE YACTHBIX (JCTATM3MPOBAHHBIX) MOJIENEH MPUMEHUTENBHO K KOHKpeTHOMY BHay UCITJ[H, yrpo3st
6e3omacHOCTH TepcoHaNbHBIM gaHHBIM B WCII[IH MOXHO KiIacCH(HUIMPOBATH B COOTBETCTBHH CO CJEIYIOUTMMH
MIPU3HAKAMHU:

" MO BUIaM BO3MOXKHBIX HCTOUHUKOB YIpO3;

= no tuny MCII/IH, Ha KOTOpBI€ HANlpaBlIeHa peanu3alys yrpos;

= o BUJTY HapyIiaeMoro CcBolicTBa uHpopMauuy (BULY HECAHKIMOHUPOBAHHBIX NCHCTBUI,
ocymectBisieMbIx ¢ [1J[H);

= 1o crioco0aM peau3anny yrpos;

. IO UCIONB3YEMOH YS3BUMOCTH;

) 0 0OBEKTY BO3CHCTBHS.

Jus WCII[IH cymecTBYlOT cleayloniie Kiacchl  yrpo3 6ezomacHoctH [1J]H:



7. ITo BHIaM BO3MOKHBIX HCTOYHHKOB YIP03 0€30NMaCHOCTH NePCOHATbHBIX JAHHBIX
— Yrpo3bl, CBSI3aHHbIE C MPEJHAMEPEHHBIMU WJINM HENpeJHAMEPEHHBIMU ACHCTBUAMM JIUIL, UMEIOUIMMU goctyn k NP
UCIIH, BKiIrOUas nonb3oBaTeneil, peaausyromye yrpo3sl HenocpeacrsenHo B UCITIH;
— YIpO3Bl, CBA3aHHBIC C IPeIHAMEPEHHBIMU HJIU HETPeAHAMEPEHHBIMU ASHCTBUSIMH JIUL], He uMeronux nocryna k UCIT/IH,
peanusyrone yrpo3bl W3 BHENIHUX CeTeid CBA3WM 0O0mMero monb30BaHUS u (WH) ceTei
MEXIYHapoIHOTO HMHYOPMAMOHHOTO OOMEHA;
—  yIpo3bl, BOBHUKHOBEHHE KOTOPBIX HANPSAMYIO 3aBUCUT OT CBOMCTB TeXHUKH, ucrionb3yemoit B ICII/Ix;
—  YTPO3BI, CBA3aHHBIE CO CTUXUIHHBIMU NIPHUPOIHBIMU SBICHUAMH.
Kpome 31010, yrpo3sl MOTYT BO3HHKATh B PE3yJIbTATE BHEAPEHH aNNapaTHBIX 3aKIaJ0K U BPEJOHOCHBIX MIPOrpaMM.
o Tunmy UCII/In, Ha KOoTOpbIe HAMPaBJIeHA Yrpo3a:
ITo crpyxrype UCII/IH, Ha KOTOpHIE HAaIIpaBJICHA yTrpo3a, HEOOXOANMO paccMaTPUBATh CIEAYIONINE KIacChl yTPO3:
-yrpo3sl 0e30omacHOCTH NaHHBX,00pabarsBaembrx B MCII/IH Ha 6a3e aBTOMAaTH3NPOBAaHHBIX pabodnx
MECT;
-yrpo3pl 6e30macHOCTH JaHHBX,00pabarsBaeMsl x B VCIIJIH nHa 6a3ze nokanbHbIX MHYOPMALIMOHHBIX
CHUCTEM.
ITo cmocodam peanuzanuu yrpo3
o crocobam peanu3aiy yrpo3 BEIICISAIOT CIEAYIOIINE KIacChl yrpo3:
- YIpo3bl, CBSI3aHHBIC C HECAHKIIMOHMPOBAaHHBIM JOCTyrmoM K IIJIH (B TOM dYmciie yrpo3bl BHEAPEHHS BPEAOHOCHBIX
IIporpamMm);
-yrpo3blyTeuku [IJlH 10O TEXHUYECKUM KaHanaMm yredku uapopmanuu (TKYN);
- YIpo3sl crienuanbHbIX Bo3aencTsuil Ha UCITIH.
Ilo Buay HapymaemMoro cBoiicTBa uHpopManuu (HECAHKHHOHMPOBAHHBIX IEHCTBMIl, OCYIECTBIsIEMBIX C
NepCOHATbHBIMU JAHHBIMH)
I[lo BHAy HECAaHKIMOHUPOBAHHBIX  JEHCTBHM, OCYHIECTBIIEMBIX  C NEPCOHANBHBIMH JAHHBIMU, MOKHO BBIIEIUTh
CIEeYIOUIUH KJIacc yrpos:
- Yrpo3bl, MPUBOAAIINE K HApPYyUICHHIO KOHuAeHUHanbHOCTH [IJIH (KOMHUPOBAHUIO WM HECAHKIHOHHPOBAHHOMY
pPacIpoCTPaHEHUIO), MIPHU PEANH3alUN KOTOPBIX HE OCYLIECTBISETCS HEIOCPEACTBEHHOIO BO3ACHUCTBHS Ha COJCpXKaHUE
nHpopmanuy;
- Yrpo3bl, IPUBOSIIUE K HECAHKIIMOHUPOBAHHOMY BO3/ICHCTBHIO Ha COJEpXKaHUE WHPOPMAIMH, B PE3yJIbTaTe KOTOPOTO
MIPOUCXOTUT U3MEHEHHE NaHHBIX WIH UX YHUUTOKEHHE;
- YTpo3bl, NPHUBOAAIINE K HECAHKIMOHMPOBAHHOMY BO3JCHCTBUIO Ha INPOrpaMMHBIE WM I[POrpaMMHO-alapaTHBIE
anemenTsl ICIT/IH, B pe3ynbTaTe KOTOPOTO OCYIIECTBIIIETCS OJOKMPOBAHNE JaHHbIX.
IIo ucnonb3yeMoii yA3BHMOCTH BbIICJISAIOTCS CJIeLyIONHe KJIACChI YIrpo3:
- YIPO3BI, peATH3yeMBbIe C HCIIOJIb30BAHUEM YSI3BUIMOCTH CHCTEMHOrO porpaMMHoro odecrieuenust (I10);
- YIpo3bl, pealu3yeMble ¢ UCTOJNb30BaHUEM YSI3BUMOCTH NpukiagHoro I1O; - yrpo3sl, BO3HHKAOIME B pe3ylbTaTe
HCIOJIb30BaHUsl  YSI3BUMOCTH, BbI3BaHHOU HasinuueM B MCII/IH annmapaTHOH 3aKiIaaky;
- YIpO3Bl, peasu3yeMble C HCIIOJIIB30BAaHHEM YS3BUMOCTEH IIPOTOKOJIOB CETEBOTO B3aMMOJEIHCTBHSA M KaHAJIOB Ieperadn
JTAHHBIX;
- yIpO3bl, BOHUKAIOIINE B PE3yJIbTaTe UCIOIB30BAHUS YA3BUMOCTH, BEI3BAaHHOI HeIOCTaTKaMH OPTaHU3AaIlMH TEXHUYECKON
3aIUThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;
- yIpO3Hl, pean3yemMbie c HCTIOJIb30BaHUEM ySI3BUMOCTEH, 00YCIIOBINBAIOIINX HAIMYHE TEXHHIECKUX KaHAJIOB
yTeuku nHpopmannmy;
- YIpO3bl, peau3yeMble C HCIIOIb30BAHHEM YSI3BUMOCTEH CpEICTB 3allUThl HH)OPMAIIH.
IIo 06bexTy BO3/1€iiCTBHS BBIACIASIOTCS CAeAYIOUIUE KJIAcChl YIPO3:
- yrpo3sl 6e3omacHocTH [1/1H, 0OpabaTeiBaeMbIx Ha APM;
- yrpo3sl Oe3onacHoctu I1/IH, oOpabaTeiBaeMbIX B BBIACNICHHBIX CPEACTBaX 00pabOTKH ( MpHHTEpaxX, IJIOTTEp ax,
rpadonNOCTPOUTENAX,BB HECEHHBI X MOHHTOPAX, BUACONPOEKTOPAX, CPEICTBAX 3BYKOBOCIPOU3BEICHHS
U T.1L.); yrpo3sl 6e3onacuocty [1JIH, meperaBaeMbIX MO CETSAM CBS3H;
- YTPO3bI MPUKIAAHBIM IIPOrpaMMaM, ¢ MOMOIIBI0 KOTOPEIX oOpabareiBarotes I1/1H;
-yrpo3sl  cucremMHoMy 11O, obecieumBaromemy — gyukiuonuposarne NCII/IH.

8. . XapakTepHcTHKAa HCTOYHHKOB Yrpo3 0€30MacHOCTH NepcoHa bHbIX AaHHbIX B UCIIIH
B otaomennu VCII/IH MOTYT CyIiecTBOBAaTh TP THIIA HICTOYHUKOB yrpo3 6e3omacHocTH [1/1H:

1. AnTpomnoreHHble HCTOYHHKH Yrpo3 6ezomnacHocty [1/1H.
2. TexHoreHHBIE HCTOYHHMKHU yrpo3 O6ezomacHoctH [1/1H.
3. CruxuitHple UICTOYHHKHN Yrpo3 6e3omacHocty [1/1H.

AHTpOIIOreHHbIe HCTOYHHUKH yIpo3 6e3onacHocty I11n

B xauecTBe aHTPONOTreHHOTO HCTOYHMKA yrpo3 st UCII[H HeoOXomuMo paccMaTpuBaTh CyObeKTa (JIMYHOCTS),
MMEIOIIEro CaHKIMOHUPOBAHHBIM MM HECAaHKIMOHUPOBAHHBIA AocTyn K pabore co mratHeiMH cpenctBamu MCII/IH,
JEHCTBUS KOTOPOTO MOTYT IIPUBECTH K HApYIICHHIO O€30IIaCHOCTH MEPCOHAIBHBIX JAHHBIX. AHTPONOT€HHBIE HCTOYHUKN
yrpo3 o otHomeHuro K ICII/IH MoryT OBITh Kak BHEIIHUMHU, TaK M BHYyTPCHHUMH

Cpenu BHELIHUX aHTPOIIOTCHHBIX HCTOYHUKOB MO>KHO BBIACINTH CITydaifHbIC M IPEIHAMEPEHHbBIC HCTOUYHHKN.



Crnyuaiinple (HempeIHAMEPEHHBIC) HCTOYHHMKH MOTYT HCIIOJIB30BAaTh TAKHC YS3BUMOCTH, KaK OIIHOKH,
coBepuieHHble npu poexTupoBannu VICIT/IH u ee aneMeHTOB, OMIMOKH B TPOrPaMMHOM 00€CIIeYeHHUH; Pa3IMyHOTO Poja
cOou U 0TKa3bl, noBpexaeHus, npossisiemble B UCII/In. K TakuM HCTOYHMKAaM MOXHO OTHECTH IIEPCOHAJ MTOCTABIIMKOB
Pa3IMYHOTO POJA YCIIYT, IEPCOHAT HAI30PHBIX OpraHU3annil 1 aBapuitHeIX ciyx06 u T.11. eiicTBus (Yrpo3bl), HCXOASIINE
OT JIaHHBIX MCTOYHHUKOB, COBEPUIAIOTCS 10 HE3HAHMIO, HEBHUMATEIbHOCTH WM XaJaTHOCTH, U3 JIOOOIBITCTBA, HO 0e3
3JI0TO yMBICTA.

IIpeqHaMepeHHbIe UCTOUHUKHU MPOSIBIISIOTCS B KOPBICTHBIX YCTpeMJICHUAX HapyimmrTeneil. OCHOBHAs Lielb TaKuX
HCTOYHHMKOB — YMBIIUICHHAS JIE30praHu3anus padboTel, BEIBOA cucteM OpraHu3anuy U3 CTposi, HCKaXeHne HHopmMannn
3a cuet npoHunkHOBeHUs B ICII/IH myTeM HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

BHYTpeHHUMH HCTOYHHKAaMH, KaK IIPABUIIO, IBJISAIOTCS CIIEIMANUCTBI B OOJIACTH IIPOTPAMMHOTO 00€CTIEICHUS
U TEXHHYECKHX CPEACTB, B TOM YHCIIE CPEICTB 3aALIUTH MH(POPMAIMH, HIMEIOIIIE BO3MOXHOCTh HCIIOJIb30BAHUS IITATHOTO
obopynoBaHus u nmporpaMMmHoO-TexHIUeckux cpeactB MCITIH. K TakuM nCTOYHNKAaM MOKHO OTHECTH OCHOBHOM ITEPCOHAT,
MpeacTaBuTeNei ciyx0 6e30MacHOCTH, BCIIOMOTAaTEIbHBIN U TEXHUIECKHUH TIepCOHAIL.

JU1si BHYTPEHHUX MCTOYHHKOB yrpo3 0C000€ MECTO 3aHUMAIOT YrpO3bl B BHIC OIIMOOYHBIX ICHCTBHSA W (WIIH)
HapyUIeHHH TPeOOBaHUI 3KCIUTyaTallMOHHON M MHOW JOKYMEHTAallMu COTpyAHMKamMu OpraHu3alyy, UMEIOLIHUX JOCTYI K
WP UCIIH. K nogoOHBIM yrpo3am, B 4aCTHOCTH, OTHOCSITCS:

— HETIpeIyMBIIIUIEHHOE HCKa)KEHHE WM YyHaJeHHEe INPOTPaMMHBIX KOMIIOHEHTOB;
— BHEJpEHHE U HCIIOJIb30BaHNE HEYUYTEHHBIX IPOTPaMM;
—  UTHOPHpOBaHHUE OpraHU3aI[MOHHBIX OTrpaHHYEHUH (yCTAaHOBJICHHBIX NpaBWI) Mpu paboTe ¢ pecypcaMu
UCIIH, BKIIOYast cpeacTBa  3amuThl mHGopMamnwm. B qacTHOCTH,
- HapyluIeHHe NMpaBUI XpaHEeHUs HHOOPMAalUN OTPAaHUIEHHOTO AOCTYIa, UCIIONB3YEeMOH TpPH  OKCIIIyaTaluu
CPeNCTB 3alUThl MH(pOpMAanuH (KIHOYEBOM, HApOIbHON U ayTeHTH(GUIMpYOei HHpopManum);
- IPE/IOCTABICHHE IIOCTOPOHHUM JIMIIAM BO3MOXKHOCTH JIOCTYIa K CPEACTBAM 3aIUTHl HH(pOpMAanny, a TarkKe
K TEXHHYECKHM M IIPOTPAaMMHBIM CpPEACTBaM, CIIOCOOHBIM TIOBIHMATH HA BBINOJHEHUE MPEIBIBISIEMBIX K CPEICTBAM
3aIIUThl HHPOPMAIMU TpeOOBaHNUH;
- HacTpolikau KOHQUTypHUpOBaHHEe CPEACTB 3aIUTH HMHGOPMAILUM,a TAKKE TEXHUUECKHX U
MPOTPaMMHBIX CPEJICTB, CIIOCOOHBIX MOBJMATH HA BBHITIOJIHEHUE TIPEIBABIAEMBIX K CpPEACTBaM 3allUThl HH(GOPMAIMH
TpeOOBaHuUi, B HapyIIeHHEe HOPMATUBHBIX U TEXHUUECKUX JOKYMEHTOB;
HecooOuIeHue o (akrax yTpaThl, KOMIIPOMETAIUH KIIIOUYEBOM, MApOJIbHON U ayTeHTH(HIMpYIOIIei HHOPMAaIHH, a TAKXKe
000 pyroi nHGOpPMAIIUK OTPAaHIHYCHHOTO JTOCTYTIA.
HanGonpmryro omacHOCTh NPEACTABISIIOT MPEJHAMEPEHHBIE YIPO3bl, UCXOAAIINE KaK OT BHEUIHHX, TaK M OT
BHYTPEHHUX aHTPOIIOTE€HHBIX UCTOYHUKOB.
Heob6xoanmo paccMaTpuBaTh CIIEAYIONINE KIACChl TAKUX YIPO3:
- YTPO3Bbl, CBA3aHHBIE C NPEAHAMEPEHHBIMH ACUCTBHAMH yunl, umeromumu goctyn k MCITH, Bkaroyas noib3oBaTenei
UCIIJIH ¥ WHBIX COTPYIHHKOB MPEINPUATHS, pealu3yomuMu yrpo3bl HernocpenctBeHHo B WCII[IH (BHyTpeHHUIA
HAPYIIUTENb);
- YTpO3bl, CBSI3aHHBIE C MPEAHAMEPEHHBIMHU JCUCTBUAMM JIKI], He mMeronMu aoctyna k HCII[H u peanusyoonmmu
yrpo3bl W3 BHENIHMX CETeH CBs3M OOILIEro IOJb30BaHUS WIIM CETe MeXIyHapOAHOTO HMH(POPMAIMOHHOTO 00MeHa
(BHEIIHUI HAPYIIUTEI);
- yIpO3Hl, CBSI3aHHBIE C MIPEeJHAMEPEHHBIMH JIEHCTBUAME JIUI], He nMeroriMu foctyna k VICIT/IH u peannu3yromuMu yrpo3bl
mo TKYU.
TexHOreHHbIe HCTOYHMKHU Yrpo3 Oe3onacHocTy I /In
TexXHOTeHHBIE HCTOYHUKH YTPO3 HANPSIMYIO 3aBUCAT OT CBOMCTB TEXHUKH. J|aHHBIE HCTOYHHUKH TAKXKe MOTYT OBITh
KaK BHEIIHUMHU, TaK ¥ BHYyTPEHHUMHU.
K BHeIIHMM HCTOYHHMKAM OTHOcATCS WH(pacTpykTypHble 3iaeMenTsl VICII[IH: cpenctBa cBsi3u (TenedoHHbIC
JIMHKY, JIMHUAY NIepejadd JaHHBIX U T.I1.), CETH HHXKEHEPHBIX KOMMYHHUKaUUH (BoJ0OCHAa0XKEeHHE, KaHAIU3alUs, OTOIUICHHE
U 1p.).
K BHYTpEHHUM HCTOYHHKAM OTHOCSTCS HEKadyeCTBEHHBIC TEXHHYECKHE M MPOTPaMMHBEIE CPEACTBAa 00pabOTKH
UH(pOpPMANUK, BCIIOMOTAaTelbHBIE CPeACTBa (OXpaHbl, CUTHATM3AIMH, TEIC(QOHUH), IPYrHe TEXHHUYECKHE CPEICTBA,
npumensiembie B UCIT/IH, a Takke BpeZOHOCHOE IPOTPaMMHOE 0OECTIEUeHHE U alllIapaTHBIE 3aKIIaIKH.
AnnapartHas 3aKJaJKa
ArnmapaTHble 3aKITaKd MOTYT OBITh KOHCTPYKTHBHO BCTPOCHHBIMHM M aBTOHOMHBIMH. ATMapaTHBIE 3aKIaJKd MOTYT
peanu3oBaTh yrpo3bl:
- cbopa n Hakorenus [1/]H, oOpabaTriBaeMbIx 1 xpanuMbix B UCIT/IH;
- opmupoBanus TKYU.

B cuity oTMeYeHHBIX CBOMCTB anmapaTHBIX 3aKIaJ0K 3G (GEKTHBHAS 3alliTa OT HUX MOXeT OBITh 00OecreyeHa TOIbKO 32
CYET TIIATENBHOTO YUeTa UX CHeln(UKH M COOTBETCTBYIONIEH OpraHM3allid TEXHUYECKOH 3amuThl MH(pOpPManuud Ha
BCeX cTaausix ku3HeHHoro nukina UCITx.

Hocuresb Bpe1oHOCHON NPOrpaMMBbI

B kauectBe Hocutensi BpemoHocHO# mporpamMbl B CIIJIH MOXeT BBICTYNaTh ammapaTHBIA dJIEMEHT CPEACTB
BBIYHCITUTENbHON TexHUKH u3 coctaBa MICII/Ix niu [1O, BemoHSIIONIEe POIh MPOTPAMMHOTO KOHTEHHEpA.

Ecnmm BpemoHocHas mporpamMma HE acCONMUPYETCS ¢ KaKOH-TMOO MPUKIAJIHON TporpaMMOil W3 cocTaBa



cuctemHuoro win obmero [TO UCTI/IH, B kadecTBe €e HOCUTENS BBICTYTIAIOT:
- BHCIIHWI MamuHHBI (OTYy)XHAaeMblil) HOCHUTENb, T.C. JHMCKETa, ONTHYCCKUH MUCK, JA3epHBIA IHCK, (IIII-MaMSTh,
BHEIIHUH JKECTKUU AUCK U T.IL.;
- BCTPOCHHBIE HOcUTenn HWH(OopManuu (KECTKHE IMCKH, MUKPOCXEMBI OIIEPATUBHOM MaMSITH, IPOLIECCOP, MUKPOCXEMBI
CHUCTEMHOW  IUIaThl, MHKPOCXEMBI YCTPOWCTB, BCTPAaMBAaEMbIX B CHCTEMHBIH OJIOK YCTpOHCTBa — BHIEOajanTepa,
CeTeBOW MIaThl,yCTpOHCTB BBOAA/BBIBOMAU T.H.)
- MHKPOCXEMBI BHEIIHUX YCTPOUCTB ( MOHHTOpA, KIIaBHATYPBI, IPUHTEP a, [UIOTTEpPa, CKAHEPa  T.II.).

B Tom ciydae, ecii BpeJOHOCHAsI IPOrpaMMa MOXKET OBITh IIPOACCOIMMPOBAHA ¢ CHCTEMHBIM win o0muM [10, ¢
(aiiaMu pa3IUIHOI CTPYKTYPHI HIIH C COOOIIEHIAMH, MIEPEIaBAEMBIMH 10 CETH, TO €€ HOCHTEIIEM SIBIITIOTCS!

- makeTsl nepenaBaembix 1o cetu UCII/Iu coobmieHnti;
- (aiiisl (MCIIOHAEMBIE, TEKCTOBBIE, IpauUecKue U T.11.).

IIpy BO3HMKHOBEHMH YrpOo3 U3 JNaHHOM TPyNNbl MOSBIAETCS INOTCHLOUANbHAs BO3MOYKHOCTb HAPYIICHUS
KOH(MACHINAIBHOCTH, LIEIOCTHOCTH, JJOCTYIIHOCTH U JPYTHX XapaKTepUCTHK Oe3omacHocTy [1/1H.

CruxuiiHble HCTOYHUKH Yrpo3 OesonacHoctu I1/{n

CTuxuiiHble UICTOYHUKHU YTPO3 OTIMYAETCs OOJBIIMM pasHOOOpa3HeM U HEeNpeacKa3yeMOCTBIO U SIBISIFOTCS, Kak
MIPaBUJIO, BHEHIHUMHU MO oTHomeHHto K Opranmsanuu. Ilog HumM, npexnae Bcero, pacCMaTpUBAIOTCS pPA3IMYHBIE
MIPUPOHBIC KaTaKIM3MbI: TOXaphl, 3eMJICTPSACCHUS, yparaHbl, HAaBOJHEHUS. BO3HUKHOBEHHE ATHX MCTOYHHMKOB TPYJIHO
CHPOTHO3MPOBATh M UM TSDKEJO MPOTHBOJECHCTBOBATh, HO NPH HACTYIUICHHHU IOJO0OHBIX COOBITHI HapyIIaeTcst IITaTHOS
¢ynkuuonupoBanne camoid MCIIJIH m ee CpeAcTB 3aliMThl, YTO IMOTEHLIUAIbHO MOXET MPUBECTH K HapYyLICHUIO
KOH()MACHIIMAIEHOCTH, IEJIOCTHOCTH, JJOCTYITHOCTH U IPYTHX XapakTepUCTHK OezomacHocT [1/1H.

3ammTa OT Yrpo3, MCXOAAIINX OT TEXHOTEHHBIX M CTUXMHHBIX HCTOYHHKOB yrpo3 OezomacHoctu I1/1H,
perIaMeHTHpYeTCs WHCTPYKIHUAMH, pa3paOOTaHHBIMH M YTBEP)KACHHBIMH OINEPAaTOpOM C Y4YETOM OCOOCHHOCTEH
skcrryatauuu MCIIAH.

Mogenp HapymmTe/s 0e30I1aCHOCTH NMEePCOHAIBHBIX JaHHBIX

AHanu3 BO3MOXHOCTEH, KOTOPBIMH MOKET 00J1a1aTh HAPYIIUTEINb, IPOBOJAUTCS B paMKaX MOJEIN HapyIIUTEIs.

[Tpu paspaboTke Moaenu HapyIIUTENs 3aUKCUPOBAHBI CJIETYIOLIHE TI0JIOKESHUS !

1. bBeszomacHocTb IMIIn 8 UCIHJH obecnmeyuBaeTcsa CpeaACTBAaMU 3aUUTH
undopmaumn MCII/IH, a Takke HUCIOIb3YyeMBIMH B HHUX HH(QOPMAIMOHHBIMH TEXHOJIOTHSMH, TEXHUYECKUMH U
NPOTPaMMHBIMU  CPEJICTBAMH, YAOBIICTBOPSIOIIMMH TPeOOBaHMSAM MO 3amuTe HHGOPMAIMH, yCTAHABINBAEMBIM B
COOTBETCTBUM C 3aKOHOAATENLCTBOM Pocculickoil denepanuu;

2. CpencrBa  3amutel  mHGopmanmu (C3M) mraTHO  (QYHKUHOHHPYIOT COBMECTHO C TEXHHYECKUMH U
MPOTPAaMMHBIMH CPEACTBAMH, KOTOPBIE CIIOCOOHBI MOBIHSTEH Ha BBIOJIHEHNE NpeabsBisieMbix kK C3U tpeboBanmii;

3. C3U He moryT obecnieuuTsh 3amuTy [1JIH OT neiicTBUIA, BRIIOIHIEMBIX B paMKaX MPEIOCTABICHHBIX CYOBEKTY
neiictBuil nonHoMounit (Hampumep, C3U He MoxeT obecneunth 3amuty [IJ[H OT packpbIThsl JHUIAMH, KOTOPHIM
MPE0CTaBICHO MPABO HA JOCTYII K 3THM JIaHHBIM).

Onucanue HapymuTenen
C TOYKHM 3pEHHSI HaJM4Ms IpaBa IOCTOSHHOIO WM Pa3oBOro JOCTyma B KOHTpohupyemyio 30Hy (K3) 06bekToB
pasmeutenus UCII/IH Bce dusnyueckue nuia MOryT ObITh OTHECEHBI K CIIEIYIOLIMM JIByM KaT€ropHusiM:
- Kkareropus | — aMa, He UMEIOIIKe MpaBa JOCTyIa B KOHTpoiupyemyo 300y UCIIIH;
- kateropus |l — nuna, uMmeromue mpaBo JocTyna B KOHTpodupyemyro 3ony MCIIIH.
Bce noTeHImanpHple HAPYUIUTENN HOAPA3ICIIIOTCS Ha!
- BHEILIHUX HapyLIUTEJEH, OCYIIECTBIAIOIMX aTakd H3-3a NpenenoB KoHTpouupyemon 30Hb1 UCI/H;
- BHYTPEHHHMX HapyIIUTENEH, OCYIECTBISIOMNX aTaKl, HAX0AsICh B Ipeaesax KoHTpoaupyemoit 3ous1 UCITIH.
B KkadecTBe BHEIIHErO HApyMMTENsT KpOME JIMI KaTeropuu | JOJDKHBI paccMaTpPHBATBHCS TAKKeE JIHIA KATETOPHU
Il, Haxomsmuecs 3a mpegenamu K3.
B ortnomennn MCII/IH B KadecTBe BHENIHEr0 HApYIIMTENSIMH M3 YHCHA JIUI KaTeropuu | MOTyT BBICTyNaTh:
- ObIBIIME COTPYAHMKH OpraHu3anuy,
- IOCTOPOHHUE JINIIA, MBITAIOIINECS MOMYIUTh OCTYH K [1/[H B HHUIIMaTUBHOM TOPSIKE;
- IPECTaBUTENH IPECTYITHBIX OPTaHM3AINA.
BHemHuil HapymuTeNb MOXKET OCYLIECTBIIATD:
- mepexBaT oOopadarbiBaeMbIx TexHUUeckuMu cpeactBamu MCITIu [1/]H 3a cueT ux yreuku nmo TKYU c ucronb3oBanneM
MTOPTATUBHBIX, BO3UMBIX, HOCUMBIX, & TAaK)KE aBTOHOMHBIX aBTOMaTHYECKHUX CPEACTB Pa3BEIKH CEPHIHON pa3paboTKy;
- JIeCTPYKTHBHBIE BO3JECHCTBHUS depe3 3JIeMeHTH HHpopManuoHHOW wmHOpacTpykrypsl MCII/IH, kKoTophle B mporecce
CBOEr0 KU3HEHHOTO IMKIIA (MOJASPHU3ALINS, CONPOBOXKACHNUE, PEMOHT, YTHIN3AlUs) OKa3bIBalOTCA 3a npeneiaamu K3;
- HECAaHKIMOHUPOBAHHBIH JOCTYN K HMH(OPMALMH C HCIOJIb30BAaHHEM CIICLHAIbHBIX HPOTPAMMHBIX BO3JICHCTBHH
MOCPEICTBOM IPOTrPaMMBbI BUPYCOB, BPEIOHOCHBIX NIPOrpaMM, IFOPUTMUUECKUX UM IPOTPAMMHBIX 3aKJIaJ0K;
- lepexBaT MH(OPMAILMH, IIepelaBaeMOi MO CETSAM CBSI3M OOIIEro MOJIb30BAHUS MM KaHaIaM CBSI3H, HE 3al[HIICHHBIM OT
HecaHKIHoHUpoBanHoro noctyna (HCJI) k uHbopManuy opraHi3alHOHHO- TEXHUYSCKHMHU MEpaMHu;
- ataky Ha VICIIJIH myTeM peanu3anuu yrpo3 yAaJeHHOTO JOCTyIa.

Buytpennnit Hapymurens (iuia kateropuu |) moapasaensercs Ha BOCEeMb TPYII B 3aBUCHMOCTH OT CIocoba u
MOJTHOMOYHIA TOCTyTa K HHpOopMannoHHBIM pecypcam (UP) UCTI/IH.

K nepBoii rpynmne OTHOCATCS COTPYAHUKH MIPEANPUATHH, HE SBIAIOIIMECS 3apETUCTPUPOBAHHBIMU IOJIB30BATEISAMA U HE



nomymienasie k UP UCIT/IH, HO nMeromre CaHKITMOHUPOBaHHbBIN nocTym B K3. K 3To# kaTeropun HapyImmTeae OTHOCATCS
COTPYIHHMKH PA3JIMYHBIX CTPYKTYPHBIX MOJPa3eICHUN NPEANPHUATHHA: SHEPTeTUKH, CAHTEXHUKH, YOOPIHIIEL, COTPYIHUKH
OXpaHbl U IpyTHUe JHLa, o0ecreynBaone HopMaabHoe (YHKIHOHUPOBaHNE 00bEKTa HH(POPMaTH3ALHH.
JIuo naHHOMW rPyIIBI MOXKET:
- pacrosiaraTh IMEHaMH U BECTHU BBISBJICHUE Mapojiel 3aperucTpupoBaHHbIX nojb3osareneit UCI/IH;
- U3MEHSTh KOH(UTYpaLNIO TEXHUIECKUX cpencTB o0padotku [1/]H, BHOCHTH MporpaMMHo-anmnaparHele 3aknanku B [ITC
UCII/In u obecrieunBarh cheM UH(OOPMALUH, UCIIOJIB3YsS HEMOCPEICTBEHHOE MOAKIIOUYEHNE K TEXHUYECKHM CpPEICTBaM
00paboTku HHPOpPMALIHHL.
Ko BTOpoit rpymme oTHOcsATCS 3apermctpupoBaHHBe monb3oBatenu WCII/IH, ocymecTBiIsronie orpaHnaeHHBIN
nmoctyn k P UCIu ¢ padouyero mecta. K 3701 Kateropuu OTHOCATCS COTPYOHHKH IPEINPUSATHIA, WMEIOINE MpaBo
nmocryma K mokansHeIM P UCII/IH A71s BRINOTHEHUS CBOMX JOJDKHOCTHBIX 0053aHHOCTEH.
JIuno naHHOM rpymnIbL:
- 00Jy1aiaeT BCEMU BO3MOXKHOCTSIMH JIMIT TIEPBOM KaTETOPHH;
- 3HaeT, [0 MeHbIIEH Mepe, 0JJHO JIeraJbHOe UMS I0CTYIIA;
- obnajaeT BceMu HEOOXOAUMBIMH aTpubyTamMu (HampumMep, maposem), odecrnednBaromum goctyn k UP UCITH;
- pacnionaraet I1/1H, K KOTOpBIM UMEET AOCTYIL.
3. K Tperbeli rpymme OTHOCSTCS 3aperucTpupoBaHHble mojb3oBarenu nojacucreM MCIIJIH, ocymiecTBisiomune
ynaneHHsld goctyn K IIJIH mo moxanpHOM cetn OpraHu3alyy.
JIuuo gaHHOM rpynmel:
- o0Jy1a1aeT BCeMU BO3MOKHOCTSIMH JIUI] BTOPOIl KaTerOpHy;
- pacrionaraer uHpopmanueit o Tomonoruu cetu UCII[JH w cocraBe Texamueckux cpeacts UCIIH;
- UMEeT BO3BMOJXHOCTH nNpsaMoro (d¢dusmyeckoro) 1ocTynma K OTAENbHB M TEXHHYCCKUM
cpeacteam (TC) UCIT/IH.
4. K ueTBepTOHi TpyNIIe OTHOCATCS 3apeTucTpupoBanHble moab3oBaTenn VICII/IH ¢ moIHOMOUMSIMH aIMHHUCTPATOPA
6e3omacHoctu cermenra (hparmenta) UCII/IH.
JIuuo gaHHOM rpynmel:
- obymajaer TMOJHOW MHGpOpPManUed O CUCTEMHOM ¥ IPHKIATHOM MPOTrPaMMHOM OOECIIEYEeHHH, HCTIOJIb3yEeMOM
B cermente VCII/IH;
- obmajaer monHOW  MH(pOpManMed O TEXHMYECKMX CpeAcTBax  H KoHpwurypauuu cermenta UCI1/IH;
- UMEeT JOCTyNl K CpeICTBaM 3allUThl WH(OpMAalMM W MPOTOKOJIMPOBAHUS, a TAaKXKe K OTICIbHBIM JIIEMEHTaM,
ucnonb3yeMbiM B cermerte UCII/IH;
- IMEET JOCTYII KO BCEM TeXHUYeCKUM cpeacTBaMm cermenTa MCIIH;
- obnajgaer mpaBaMHM KOH(QHUIYpPHPOBAaHWS W aJAMHHHACTPATUBHOM HACTPOHKH HEKOTOPOTO IOJMHOKECTBA TEXHUYECKHX
cpenactB cermenta UCII/IH.
5. K msroii rpymme OTHOCSTCS 3aperdCTPUPOBAHHBIC II0JIB30BATENH  C IIOJIHOMOYMSMH CHCTEMHOTO aJMHHUCTPATOPA,
BBINOJHAIONIET0 KOH(QUI'YPHpPOBaHWE M YNpPaBICHHE IPOTPaMMHBIM oOecrieueHneM U 000pyZOBaHMEM, BKIIOUAs
o0opynoBaHue, OTBevaromee 3a 6e30MacHOCTh 3aIMIAeMOro 00bEKTa: CPEACTBA MOHUTOPHHTA, PE3EPBHOTO KOIMPOBAHMS,
AHTUBHUPYCHOTO KOHTPOJISI, 3AIUTHI OT HECAHKIIHOHHMPOBAHHOTO JOCTYIA.
JIuo gaHHOM rpynmel:
- oOnmamaer mMOJMHOM UWH(OPMANKMEH O CHCTEMHOM, crienuanbHoM U npukiagaom I10, ucnonaszyemom B UCITH;
- obnazaet nonHoi uHpopmanuen o TC u korpurypaunu UCIT I
- umeeT noctyn ko Bcem TC VCII/IH 1 gaHHbIM,
- o0nmamaer mpaBamMu KOH(HUTYpHpoBaHUS W amMuHHCTpaTUBHON Hactpoiiku TC UCII/IH.
6. K mrecroii rpymnme oTHOcATCS 3apeructpupoBaHHble nonb3oBarenu MCII[H ¢ momHOMOUYMSMH aJMHUHHCTpaTopa
6e3omacHocT OpraHu3anyy, OTBEYAIOUIEro 3a COONIOAEHHE MPABIII pa3sTpaHUUYEeHUs JOCTYIIA, 33 TeHEpalnio KIFOUYEeBBIX
3JIEMEHTOB, CMEHY MapoJieH, KpunrorpaduyecKyro 3amuTy HHGOpMaH. AIIMUHACTPATOP O€30MIaCHOCTH OCYIECTBIIIET
ayJIMT TeX )K€ CPEJICTB 3AIIUTHl 00BEKTa, YTO U CUCTEMHBIN aIMHHUCTPATOP.
JIuo naHHOM rpymnmsl:
- obnmagaer mostHOM mHpOopMarmeit 06 UCIT/IH;
- ©IMEeT JOCTYI K CPEACTBaM 3amluThl MH(YOPMAIIUH W NMPOTOKOIMPOBAHMS M K YacTH KiIo4ueBbIX 31eMeHToB UCII/H;
- HE WMeeT MpaB JOCTyna K KOHMOUTYPHPOBAHUIO TEXHWYECKHX CPEACTB CETH 3a HCKIIOUYEHHEM KOHTPOJIBHBIX
(MHCTIEKITMOHHBIX).
7. K cenmpMmoil rpymme OTHOCATCS JHIA W3 YWCIA MPOTPAMMHCTOB - pa3pabOTYNKOB CTOPOHHEH OpraHU3aIlNH,
SBISTIOIUXCsl mocTaBmmkamu [10 u uma, obecneunBarofe ero COnpoBoXkaeHre Ha 00bekTe pazmentenns NCIT/Ix.
JIuo naHHOM rpymnmsl:
- obiaaet nudopmanuei 06 anropurmMax u nporpamMmax oopadorku nadpopmarmu B UCI1/IH;
- o0nagaeT BO3MOXKHOCTSIMH BHECEHHMS OIIMOOK, HEAEKIAPUPOBAHHBIX BO3MOXKHOCTEH, IPOTPAMMHBIX 3aKJIAJIOK,
BpenoHocHbIX nporpamm B I10 VCIT/IH Ha cTaguu ero pa3paOOTKH, BHEAPEHUS U COIIPOBOXKACHHUS;
- MOXET pacIiojarars J1o0bMu pparmenTamu uHpopmain o TC 06padoTku u 3amunTel nHPopmanuu B CIT/IH.
8. K BocbMoii rpynme otHocsTest nepconan, oociyxusatomuii TC MCII/IH, a Taxoke Jinna, 00ecrednBaroiie MocTaBKy,
conpoBoxaeHue u pemont TC UCIIH.
JInio gaHHOM rpymmbl:



- o0nmagaet Bo3aMoxHOCTAIMHU BHeceHus 3akinanok B TC MCIIIun Ha cTaanu ux pa3pabOTKH, BHEAPEHUS U COMTPOBOXKICHUS,
- MOJKeT pacnonarath pparmentamu uHdopmanuu o Tononorun VICI1/{H, aBToMaTn3npoBaHHBIX pabo4nx MecTax, cepBepax
1 KOMMYHHKAI[HOHHOM 000pyioBaHuy, a Takxke o TC 3ammrsl nnpopmarmu B UCIT/H.

IIpennonoxeHus: 0 BO3MOXHOCTAX HapYIIUTENs

Jns monydenus ucxomubix manHbix 0 WCIIAH Hapymmtens (kak | kareropuu, Tak u |l kateropun) Moxer
OCYIIECTBIISITh MepexBaT 3alin(ppOBaHHON MHPOPMAIMU M WHBIX AaHHBIX, IEepeJaBaeMbIX [0 KaHAJIaM CBSI3H CETSIM
00IIero moyb30BaHus U (MITH) CeTSIM ~ MEXKIAYHAPOAHOTO  HHGOPMANMOHHOTO OOMEHa, @ Takke MO JIOKaIbHBIM
cetssm UCIT/IH.

JIroboit BHYTpeHHHMII HApyIIUTENb MOXET HUMETh (UINYECKH MOCTYN K JHMHUSAM CBSI3H, CHCTEMaM
JNEKTPONUTAHUS U 3a3EMIICHUS.

IIpenmonaraercs, 4YTO BO3MOKHOCTH BHYTPEHHETO HAapYIIUTENsl CYIICCTBEHHBIM 00pa3oM 3aBHCST OT
JNEUCTBYIOIUX B TpeesiaX KOHTPOJIHpyeMoi 30HBI 00bekToB pasmemienus VMCII/IH orpaHHYMTENHHBIX (DaKTOPOB, U3
KOTOPBIX OCHOBHBIMH SIBIISIFOTCS PEKUMHBIE MEPONPUATHS U OPraHU3al[HOHHO-TEXHUYECKHE MEPHI, HANPABJICHHBIE HA!

- IPEJOTBPALICHNE U IPECeUCHNE HECAaHKI[MOHUPOBAHHBIX AEHCTBUIA;

- 1oA0Op M pacCTaHOBKY KaJpOB;

- IONYCK (PU3NUECKUX JIML B KOHTPOJIUPYEMYIO 30HY U K CPEZCTBA BEIYUCIUTEIBHON TEXHUKY;
- KOHTPOJIb 32 NOPSIKOM IPOBEIEHHUS padoT.

B cuity 3TOro BHYyTpeHHHI HApYIIUTENb HE UMEET BO3MOXKHOCTH TMOJIy4YeHHs crenuanbHbix 3Hanuii o UCITJIH B
o0beMe, HEeOOXOAMMOM JJIsl pELICHUs] BOIIPOCOB CO3/IaHMsI U MPEOIoJIeHus cpecTB 3amuThl [1/IH, U uckiroyaercst ero
BO3MOJKHOCTb TI0 CO3JAHUI0 M TPHUMEHEHHUIO CIELMAIbHBIX [POrpaMMHO-TEXHHYECKHX CPEICTB pealu3aliy
LIEJICHATIPaBJICHHBIX BO3/CHCTBUH MAHHOTO HAPYIIUTENS Ha MOJJICKAIHe 3aIUTe 00BEKTH M OH MOXET OCYIIECTBIATh
MOMBITKHA HECAaHKIIMOHUPOBAHHOTO f0cTymna K VP ¢ Hcronp30BaHUEM TONBKO MITATHBIX IPOTPAMMHO-TEXHHYECKHX CPEJCTB
UCIIIu 6e3 HapyIIeHUs HX EIOCTHOCTH.

Bo03MOXXHOCTh CroBOpa BHYTPEHHHX HapyIIMTENCH MeXIy co00#, cropopa BHYTPEHHETO HApYIIUTENS C
MIepCOHAJIOM OpraHu3alui-paszpadorunkos noacucrem MCII/IH, a Takxke croBopa BHyTPEHHETO U BHELIHET'O HApYIIUTEIeH
JOJDKHA OBITh MCKIIIOUYEHAa NPUMEHEHHEM OPTaHM3alMOHHO-TEXHUYECKUX U KaJ[POBO-PEKUMHBIX Mep, JEUCTBYIOIUX HA
o00nekTax pasmerienus MCIT/Ix.

[peamnonoxkeHus 00 UMEIOLIMXCS Y HAPYIIUTENS CPEICTBAX aTaKk

[peamnonaraercs, 4TO HAPYIIUTENb UMEET BCe HEOOXOIMUMBIE IS TPOBEJICHHUS aTaK 0 JOCTYIHBIM €My KaHaiaM
aTak CpeJCTBa.

Buemnunid HapymmTens (imua karteropuu |, a Taroke nuua kareropuu |l mpm HaxokOeHHHM 3a TpelenamMu
K3) MoxxeT wucnomp30BaTh CIEAYIONIME CPEACTBA JAOCTYIIA K 3alIMINAeMOi HH(popMannm:

- JIOCTYITHBIE B CBOOOJIHOW MpOaxe anmapaTHble CPeACTBa U MPOrpaMMHOE 00ecIedeHre, B TOM YHciIe IPOrpaMMHBIE U
annapaTHble KOMIIOHEHTBI KPUIITOCPEACTB;

- CIeMaJIbHO pa3paboTaHHBIE TEXHUYECKHE CPENICTBA M IPOTpaMMHOE 00ecIiedeHNe;

- Cpe/CTBa NepexBara 1 aHaIN3a HHOOPMAIMOHHBIX TOTOKOB B KaHAJIaX CBSI3H;

- CrienMalIbHbIe TEXHUYECKHE Cpe/icTBa nepexBara nHpopmarmu no TKYU;

-mratiele cpeactBa UCIIJ[H (Todpko B ciaydae HMX pacHoyiokeHus 3a mpeneiaamu K3).

BHyTpeHHuit HapymmuTe b Ui JOCTyIa K 3aliuiaeMoi nHpopmanuu, coaepsxameit I1/]H, MoxxeT HCTIonb30BaTh
Tonpko mTatHele cpenctBa MCIIH. Ilpu 3TOM ero BO3MOXKHOCTH IO HMCIHOJIB30BAHUIO INTATHBIX CPEJCTB 3aBUCST OT
peanu3oBaHHbIX B ICII/IH opraHu3alinOHHO-TEXHUYECKUX U PEKUMHBIX MEp.

OnucaHue KaHalIoB aTak

Bo3MOXHBIMU KaHallaMH aTaK, KOTOPbIE MOXET HCIOIb30BaTh HAPYIIMTENb U JOCTyNa K 3aliUIacMON

napopmanuu B UCII/IH, sBasroTCS:

- KaHaJIbl HEMOCPEACTBEHHOTO JOCTyNa K O0BEKTY (BH3yalbHO-ONTHYECKHH, aKyCTHYECKUMA, QU3MUECKUIA);

- JJIEKTPOHHBIE HOCHTENN MH(POPMAIMH, B TOM YHCJIE€ ChEMHBIC, CAAaHHBIE B PEMOHT M BBIIIE/IINE U3 YHOTPEOICHMS,

- OyMa)XHbIe HOCHTENI HHOpPMAINY;

- TaTHBIE TporpaMMHO-anmapartHsie cpeactsa MCI1/IH;

- KabeJbpHbIE CHCTEMBI M KOMMYTAIIMOHHOE OOOPYZOBaHHE, PAaCIIOJIOKEHHBIE B IIpejesiaX KOHTPOINPYEeMOi 30HBI U HE
sammumierasie 0T HCJI k nHbopManuy OpraHu3aliOHHO-TEXHHYECKHIMHU MEPaMH;

- He3aluIIeHHbIe KaHambl cBs3n; TKYU.

Tun  HapymmTens mnpu  wucnoip3oBanuun B MCII/IH kpunTorpadpudecknux CpecTB 3amUThl HHOOpMAIH

[Tpu obmene uapopmarmert Mexxay VCIT/IH v BHEITHUMHE 110 OTHOIICHHUIO K MPEINPUATHIO HH()OPMAITHOHHBIMHI
CHCTeMaMH HeoOXOIMMO HCIIOJIb30BAHUE CPENCTB KpUITorpaguueckoii 3ammutsl nHGopmarmu (CK3U).

YpoBeHb Kpunrorpa@uIeckoil 3aIuThl IEPCOHANBHBIX AaHHBIX, oOecrneunBaeMorr CK3U, ompenensercs myTteMm
OTHECEHMsI HAapyIIUTENs, ICHCTBHAM KOTOPOTO JOJDKHO mpoTuBocTosiTh CK3U, k KOHKpeTHOMY TuIy, U Oazupyercs Ha
MOAXOAaX, ONHCAHHBIX B «METOAMYECKMMH PpEKOMEHJAlMsIMH 10 OOECIeYeHHI0O C TOMOIIbI0 KPHITOCPEACTB
0€301acHOCTH TIEPCOHAIBHBIX JAaHHBIX NPH WX 00paboTke B MHPOPMAIMOHHBIX CHCTEMaxX NEPCOHAIBHBIX TaHHBIX C
UCIIOJIb30BAHUEM CPEJCTB aBTOMATH3ALMU».

Tun mapymutens u kinace CK3U gomkeH onpenesaThes B COOTBETCTBHU ¢ Taduuiei 8.1.

Tabmuua 8.1 — CoorBercTBHe THIIOB HapyiuTes U kinacca CK3U



I'pynna BHyTpeHHero HapymuTeJis Tun HapymureJst Kaace CK3U
I'pynma 1 H2 KC2
I'pynma 2 H3 KC3
I'pynma 3 H3 KC3
I'pynma 4 H3 KC3
I'pymma 5 H3 KC3
I'pynma 6 H3 KC3
I'pynma 7 H5 KB2
I'pynma 8 H4 KB1

BHremnuii Hapymmwmrens otHocutcess K tuiy H1. Ilpu aTom, ecnu oH oOnazaeT BO3MOXKHOCTSIMU IO CO3IaHHIO
CIOCOOOB U MOJrOTOBKH aTaK, aHAJIOTMYHBIMU COOTBETCTBYOIIMM BO3MOXHOCTSIM BHYTPEHHET0 HapyiuTens taumna Hi (3a
HCKITIOUEHHEM BO3MOXKHOCTEH, MPEIOCTABIAEMbIX MPEOBIBAHUEM B MOMEHT aTaKd B KOHTPOJIMPYEMOM 30HE), TO ITOT
HapyIINTENb TaKkke OyaeT 0003HauaThes Kak HapymuTenb tina Hi,

9. AKTyaJibHbIe Yrpo3bl 0e30MacHOCTH MEepPCOHAJIbHBIX JAHHBIX B HH(OPMAIHOHHBIX CHCTEMAX
NEePCOHAJIBLHBIX JaHHBIX
Jlns BeIABIEHUS U3 Bcero mepeuHs yrpo3 OesomacHoctu IIJ[H akrtyamsbix mis MCIIJIH oueHuBaroTcs aBa
II0Ka3aTeJs:
- YpoBeHb ucxogHou zamuienHoctu UCI/IH;
- qacToTa (BeposTHOCTh) pean3alii PAaCCMaTPUBaEMOH YIPO3BI.

9.1. YpoBeHb HCXOIHOW 3aMIUIIEHHOCTH HH(POPMAITHOHHON CHCTEMBI IIEPCOHAIBHBIX TaHHBIX

Iox ypoaem wucxomuo 3zammmenHoctd VCIIJJH moHuMaercss 00OOIMIEHHBIH IOKa3aTellb, 3aBUCSIIUN OT
TEXHUYECKUX M OKCIUTyaTaluoHHBIX xapakTepuctuk MCII/In. IlepedeHp MAaHHBIX XapaKTePHCTUK M TIOKa3aTeld
samuniernoctd VCII/IH, 3aBucsiue OT HuUX, Moka3ansl B Tabmmie 9.1. TTokaszarenu, oTHocsmuecs k OpraHu3anuu
BBIJICJICHBI )KUPHBIM KYPCHBBIM.

Jnsa onpenenenust ucxoxHot 3ammumieHHocTH VICIT[IH 1O0MKHO OBITH pacCYMTaHO NMPOLEHTHOE COOTHOIICHHE
KaXXJIOTO YPOBHS 3alIUIIIEHHOCTH KO BCEM XapaKTepuCTHKaM, uMmeromuM Mecto it MCITIH.



Tab6muna 9.1 — ITokasarenn ncxoaHoi 3anmmennocTy UCTT x
Yposensn

3alMIIEHHOCTH
TexHuveckue u IKcNIyaTanuoHHbie xapakrepucruku UCIIIn >§ =

Brico
Cpeanu
Hu3kni

ITo TeppuTOpPHATBEHOMY pa3MeLIeHHIO

pacnpenenenHas VCII/IH, koTopas oXBaThIBaeT HECKOJIBKO OOJIACTEH, KpaeB, OKPYrOB HIIH

ropoackas MCIIJIH, oxBaTeIBaromias He 0ojee OMHOTO HACEIEHHOTO MyHKT3
(ropona,

KopriopatuBHas pacnpenenenHas WCII/IH, oxBaTpIBaioIas MHOTHE MOApPA3CICHUs OTHON

nokansHas (kamnycHast) UCII/IH, pasBepHyTast B Tpelenax HECKOJIbKHX  OJM3KO

noxanvuana UCII/In, pazeepnymasn 6 npedenax 00H020 30aHus

ITo HAIMYHIO COeTUHEHHS C CeTAMH 00IIero MmoJb30BaHUus

HCI/Tn, umerowas muozomoueuHslii 6b1X00 8 Cemb 00Uie20 NOIb306AHUA

WCTI/JH, uMmeroIias OMHOTOYEYHBIN BBIXOI B CETh OOIIEr0 MOJIb30BaHUS

NCIIdn, ¢pusndeckn oTACICHHAS OT CETH OOMIET0 MOJIh30BAHUS

ITo BCTPOEHHBIM (JIerajibHbIM) onepanusiM ¢ 3anucsamu 6a3 I1Iu

YTEHUE, TTOUCK

3aIliCh, yAaJICHUC, COPTUPOBKA

Moouukayus, nepedaua

ITo PasrpaHuIeHUI0 A0CTYINA K NEPCOHAIBHBIM TaHHBIM

HCI/Iu, k Komopou umeem 0ocmyn oONpPeOeIeHHbIl NepeueHy  COMPYOHUKOE
opzanusayuu,

UCTIH, K KOTOPOH UMEIOT IOCTYI BCE COTPYIHUKH OpraHU3aLMU, SIBJISIOLIEHCS BiaJeNbleM

UCTI/IH ¢ OTKPBITBIM TOCTYIIOM

Ilo Hannuuio coequnennii ¢ Apyrumu 6azamu I/{n nnsix UCIT/In

Humezpuposannan HCII/In (opzanusayusa ucnonvzyem neckonwvko 6as I/[u HCII/In, npy
IMOM OP2aHU3AUUA He ABTIACMCA 61A0CTbYEM 6CeX UChOIb3yemblx 0a3 TT/[n)

NCIIAH, B xoTopoil ucmomb3yerca oxaHa ©Oasa IIJH, mpuHamiexaiias OpraHM3allud —

Ilo ypoBHI0 060061IeHus1 (00e3mmunBanus) [1/{x

NCTI/IH, B KOTOpO# TpesocTaBisieMble MOJIB30BATENIO JAaHHBIE SBISIOTCS 00€3TMUYEHHBIMU

N

UCII/H, B KOTOpO#i 1aHHBIE 00E3JIMYNBAIOTCS TOJIBKO TIPH Nepeade B Jpyrue OpraHu3aluy Y

HCII/Iln, ¢ Kkomopoii npedocmasnaemvle HNOIB306AMENI0 OAHHbIE He AGNAIOMCS
obe3nuyennpIMu

ITo o0bemy II/IH, KOTOpPBIE NPEIOCTABJIAIOTCH cTOPOHHUM noab3oBarenam UCII/Ix 6e3

WCIIdn, npeaocTaBisonias BCo 0a3y naHubix ¢ [1/Ja

HUCII/In, npeoocmasnaouian ywacms I1/In

WCIIdx, He mpenocTaBIgONe HUKaKoW HHPOPMaun

Konuuecmeo pewienuii 1 2 4

-

Oouee Konuvecmeo peuieHuil




[punumaercs, yro WCIIJIlH mMeeT BBICOKHI YpOBEHb HCXOIHOW 3allUIICHHOCTH, eciu He MeHee 70%
xapaktepucTuk UCIIIH COOTBETCTBYIOT YPOBHIO «BBICOKHII», a OCTAJIbHBIE YPOBHIO «CPETHHI.
B ciyuae, ecnn He menee 70% xapaxtepuctuk VCIIJIH oTHOCHTCSI K YPOBHIO
«HE HWKE CpPEJHEro», a OCTaJbHBIC K YPOBHIO «HHU3KHW», TO wucxonHas 3anmiieanocts UCII/IH Oyaet
CPEIHEr0 YPOBHSI.

Bo Bcex ocranmphbix ciydasx UCII/IH Oyaetr uMeTh HU3KUIl YPOBCHD 3alUIICHHOCTH.

Ucxoms m3 kputepueB oueHkH, gemaeMm BbeBoa, uto WCII[IH Opranmsannu wuMeeT HHU3KHH YpOBEHB
3alTUIICHHOCTH.

9.2. OnpeneneHre aKTyalbHBIX yIpo3 O€30MACHOCTH MEPCOHANBHBIX TaHHBIX

JLJ1s OIIeHKH YPOBHS HCXOTHOH 3aIIUIIEHHOCTH BBOIUTCA KO3 PHUIIHEHT MCXOTHOH 3alIHIIEHHOCTH Y 1, KOTOPBIi
MOXET IPUHUMATh 3HAYCHUSL:

0 — 11 BBICOKOH CTENEHHU MCXOMHOM 3alAIIEHHOCTH;

5 — s cpenHel CTeNeHn UCXOMHON 3aIIUIIEHHOCTH;

10 — st HU3KOM CTENEHN UCXOIHOM 3aIMIIEHHOCTH.

Crenyronmm mapaMmeTpoM, HeOOXO0MMBIM JIJIsl ONIPEICIICHHS aKTYalIbHOCTH yrpo3 Oe3omacHocTu [1/1H, sBiseTcs
yactota (WIM BEPOATHOCTH) pPeANU3alldd Yrpo3bl, MOJ KOTOPOU MOHUMAETCS ONpPENC/ICHHBIA AKCIEPTHBIM IyTeM
moKazartejib, XapaKTePU3YIOIUI BEPOATHOCTh pPEAM3allMM KOHKpEeTHOW yrpo3el Oe3omacHoctu I1In mams WCII[IH B
peabHBIX YCIOBHAX €€ ()YHKIIMOHUPOBAHUs. BBOIUTCS YeThIpe 3HAYCHHUS 3TOTO MMoKa3aTessi, 0003HaYaeMoro kak Y?2:

MAaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHBHBIE MPEANOCHUIKM JUIS OCYLIECTBICHHUS Yrpo3bl (Harmpumep, yrposa
XHIIEHHUsI HOCUTEJIeN HH(OPMAIIUH JIUIAMH, HE UMEIOIIUMH JIETAIBHOTO JJOCTYIIA B TOMEINIEHHUE, TJIE MOCIIEAHNE XPAHSTCS);

HU3Kasi BEPOSITHOCTh — OOBEKTHBHBIC MPEAMOCHUIKH JIsl peau3alii YIPO3bl CYIIECCTBYIOT, HO IPUHSITHIC MEPHI
CYIIECTBEHHO 3aTPYAHSIOT €¢ peanu3anuio (HAIpUMep, KCIONb30BaHbl COOTBETCTBYIOIIUE CPEACTBA  3allUTHI
uHdpopManuu);

CpeIHsIsl BEpPOATHOCTh — OOBEKTHBHBIC MIPEAIOCHUIKH JUTS PealTU3alliy YTPO3bI CYIIECTBYIOT, HO IIPHUHSATHIC MEPBI
obecneueHus 6e3onacHocTd [1IH HEAOCTATOYHEL,

BBICOKasi BEPOSTHOCTh — OOBEKTUBHBIC TMPENMOCHUTKA [UIA PEalN3alliil YIPO3bl CYIMIECTBYIOT H MEPHI IO
obecnieuernto 6e3omacHocTr [1/1H He MIPUHSTEL

JlaHHbII1 TOKa3aTeslb MPUHUMAET CIEAYOUIME 3HAUCHHUS !

0 — 17151 MaJIOBEPOSITHON YIPO3BI;

2 — I HU3KOW BEPOSTHOCTH yTPO3bI;

5 — 1751 cpeiHe BEpOSITHOCTH YIPO3HI;

10 — 1715t BEICOKO# BEPOSTHOCTH YTPO3BI.

Hcnonb3yst 3HaYCHUS MPUBECHHBIX BhIIe TOKa3aTeneid Y1 U Y2, BRIUUCIACTCS KOAPGHUIIMESHT Peain3yeMOCTH
yrpo3sst Y, onpezaensieMsiii cootHomenuem Y = (Y1+Y2)/20.

B 3aBHCHUMOCTH OT CBOETO 3HA4EHUS 3TOT K03 (PUIIMEHT NpUHUMAET 3HAUCHHS:

0 <Y < 0,3 — peanuzyeMocThb yrpo3bl IPU3HAETCS HU3KOM;

0,3 <Y < 0,6 — peanu3yeMOCTh YIpO3bl MPU3HACTCS CPEIHEH;

0,6 <Y < 0,8 — peanm3yemMoCTh yrpo3bl IPU3HAETCS BHICOKOH;

Y > 0,8 — peanm3yeMocTh YTpo3bl IPU3HACTCS OYCHB BHICOKOM.

Hanee naercs oueHka onacHoctd Kaxzaoil yrposel I1n mmst MCIIJH. JlaHHash OLleHKa HOCHUT 3KCIEPTHBIN
XapakTep W MOJyYaeTcs MyTeM OIpoca KCIEpTOB B obmacTu Oe3omacHOCTH MHQOpManuu. /laHHAsS OIIEHKAa UMEET TPH
3HAYCHHS.

HHU3Kas ONACHOCTDb — €CJIM Pean3alusi yrpo3bl MOKET MPUBECTH K HE3HAUUTEIbHBIM HETATUBHBIM MOCIIEICTBUIM
s cyonextoB 11]1H;

CPENHSAS OMACHOCTh — €CJIM PeaN3allus YTPO3bl MOXKET MPUBECTH K HETATUBHBIM MOCIEACTBUSIM JJIsi CYObEKTOB
T11H;

BBICOKAsI OMTACHOCTh — €CJIM PEAIN3aIHs YIPO3bl MOXKET MPUBECTH K 3HAUNTEIILHBIM HETaTUBHBIM MOCIIEICTBUAM
1t cyobektoB [1/1H.

[Mocne mpocyera Bcex MOKa3aTeNed MPOU3BOJUTCS OICHKA aKTyadbHOCTH KaxJIO# yrpossl OezomacHoctu [1/IH
nipu ux obpadotke B MCII/IH ncxons U3 MaTpHLbl, MpUBeAeHHas B Tabiuue 9.2:



Tabnuma 9.2 — MaTpwuiia pacyera akTyalbHOCTH yrpo3 0e3omacHoctH 110

Peanusyemocrs Iloka3aTe/b OIACHOCTH YIPO3bI
YIpo3sl
Huskas Cpennss Beicokas
Huskas HeaKTyaJlbHasi HEeaKTyaJlbHast aKTyaslbHas
Cpennsist HeaKTyaJlbHasi aKTyaJlbHas aKTyalbHas
Bricokas aKTyaJlbHas aKTyaJlbHas aKTyaJlbHas
OueHb BBICOKAS aKTyanbHas aKTyalbHas aKTyaslbHas

Ha ocHOBaHMY MOJIOKEHUI MOJIETHM YIPO3, MOJIENN HApYLIUTENs, JaHHBIX 00 ucxoaHoi 3amuimennoctn UCIT

(Y1), xosdduimente peamusyemoctu yrpossl (Y), BepostHOCTH ee peanusanuu (Y?2), a TakKe SKCIEPTHONU OLEHKH

OMACHOCTH YIPO3BI, ONPEACIICTCS aKTYalbHOCTh KakAol yrpo3el OezomacHoctH I1JIH, obOpabatkiBaembix B MCII/IH.
(Ta6umuma 9.3)

Tabnua 9.3 — AKTyanbHOCTB yrpo3 6ezonacHocTH [1/JH

Beposirro Koaddrmne Ornenka
Ne cTh HT Ouenxa aKTyaJIbHO
w Yrpo3sa 6e3omacHocTu [1/1H peanuzan peamsyeno ONACHOCTH .
207 yTpO3bI
CTH YTPO3EI YTpO3bl
YTpO3bl
1 Pasrmamenue, nepegaya win yrpara arpuOyToB 5 0,75 CPeIHSIS aKTyanbHa
pasrpannyenus nocryna Kk UCII/In st
2 Hapymenne npaBui xpaHeHus aTpuOyToOB 5 0,75 HU3Kas aKTyaibHa
pasrpaanyenus nocryna Kk UCI1Ix i
3 HecooOrienune o akTax yTpaThl, KOMIPOMETAIHH 10 1,0 BBICOKAsI AKTyanbH
aTpuOyToB pasrpannueHus gocryna k MCI1/n as
4 BrenpeHue areHTOB B YHCIIO IEPCOHATA CUCTEMBI 0 0,5 BBICOKas AKTyanbpH
ast
HecanknnoHUpOBaHHBIN 3aITyCK TEXHOJIOTUYECKUX 2 0,6 BBICOKas aKTyallbHa
[POrpamm, CIIOCOOHBIX PH HEKOMIIETEHTHOM s
HCIIOJIb30BAaHUHU BBI3BIBATH MOTEPIO
paboTOCTIOCOOHOCTH CHCTEMBI HITH
OCYIIECTBIISIOIINX HEOOpAaTHMBbIE H3MEHEHUS B
cucreMe ((opMaTHpOBAHUE HITH
peCTpyKTypH3alnio HocuTeaed nHpopMaIuy,
yJlaJIeHHUe JTaHHBIX U T.I1.)
5 BBoj o1MO0YHBIX TaHHBIX 10 1,0 HU3Kas AKTyanmbH
ast
JeficTBUS COTPYTHUKOB, TIPUBOISIINE K 5 0,75 BBICOKas AKTyanmbH
YaCTHYHOMY WM TIOJTHOMY OTKa3y CUCTEMbI HIIH ast
HapyHIeHUIO pab0TOCTIOCOOHOCTH amnmMapaTHBIX WIH
MIPOrPaMMHBIX CPEACTB
6 HrHopupoBaHue OpraHu3allMOHHBIX OIPaHUYECHUH 10 1 cpenHss AKTyanbH
(ycTaHOBIIGHHBIX ITpaBui1) mipu padore ¢ [1]] ast
7 dusnuecKkoe pa3pyIIeHne WiIH BEIBOJ U3 CTPOSI 0 0,5 BBICOKAst aKTyajbHa
BCEX MJIM OT/EBHBIX HanboJiee BaKHBIX s
xomrioHeHToB CTT/IH
8 3aKynKH HECOBEPIICHHBIX, YCTAPEBIINX WIIH 0 0,5 HU3Kast HEaKTyaJlb
HENepCHEeKTUBHBIX CPEJICTB MH(OpMaTH3annH 1 Has
nH(pOpMaAMOHHBIX TEXHOJIOTHH;
9 Xumienne HocuTeneld HHQOPMAITUH, COePKALTIX 2 0,6 BEICOKast AKTyanbH
T1JT ast
10 To xe, BHEIIHUIM  HapyIIUTENb 2 0,6 BBICOKas aKTyanbHa
s
11 He3zakonHoe nosmyyenue naponeu u Ipyrux 5 0,75 CpeaHsis AKTyanbH
PpeKBU3UTOB pasrpanndeHus gocryna Kk UCIIIx ast
12 To xe, BHEIIHUI  HapyIIUTENb 2 0,6 CpeaHsis aKTyanbHa
s




13 HecanknnonupoBaHHas MOIUGUKAIINS 5 0,75 BBICOKAs AKTyanipH
MIPOTPaAMMHOTO 00ecTieueHHS ast
14 To xe, BHEIHNIA HApYIIATENb 2 0,6 BBICOKAs aKTyajbHa
s
15 ITepexpar I1/1, mepenaBaeMbIX MO KaHallaM CBSI3U 0 0,5 BBICOKast AKTyanbH
ast
16 To xe, BHEIIHUN  HapYyLIUTEINb 0 0,5 BBICOKast AKTyanbH
ast
17 HecankunoHUpoBaHHOE KONTUPOBAaHUE HOCUTENEH 5 0,75 CpeqHsIs AKTyanbH
nngopmanuu c 111 as
18 To xe, BHEIIHUHM  HapyIIUTENb 2 0,6 CpeIHsIs AKTyanbH
ast
19 YreHre 0cTaTOYHOM MH(BOPMAIIUU U3 OTICPATHBHOM 0 0,5 HU3Kast HeaKTyallb
MIaMSITH U C BHEUIHUX 3aIIOMHHAIONINX YCTPOHCTB Hast
20 To xe, BHEIIHUN  HapyLIUTEINb 0 0,5 HU3Kast HEeaKTyaJlb
Hast
21 HenpennamepenHoe 3apakeHHE KOMIIBIOTEpPa 5 0,75 HU3Kas aKTyanbHa
BUpYyCaMH A
22 [IpemaamMepeHHOE 3apaKeHHE KOMITBIOTEpPa 10 1,0 HU3Kas aKTyaibHa
BUpYyCaMH A
23 BwmemrarenscTBO B poriece PyHKIIMOHUPOBAHUS 5 0,75 BBICOKAs aKTyanbHa
HCTIJIH, ceTeit 00IIero MoJib30BaHUS C IEITBIO P
HECaHKIIMOHUPOBAHHON MOIM(UKAINN TaHHBIX
24 To xe, BHCIIHNIA HAPYIIATENb 2 0,6 BBICOKAs aKTyanbHa
s
25 HecankunoHMpOBaHHOE BHEIPEHUE U 10 1,0 CpeIHsI aKTyanbHa
UCIIOJIb30BaHNE HEYYTEHHBIX IPOrpaMM, He s
SIBJISIFOLIMXCS. HEOOXOAMMBIMH JIJIsI BBITTOJTHEHHS
COTPYJIHHUKAMHU CBOUX CIIY)KEOHBIX 0053aHHOCTEH
26 To xe, BHEIIHUHM  HapyIIUTENb 5 0,75 CpeIHsI aKTyanbHa
s
27 HeyMpinuieHHOE TTOBPEXKIEHHS BHEITHUX 2 0,6 HHU3Kas HeaKkTyaJlb
KaOEJIbHBIX CHCTEM CBSI3H Hast
28 Bo3HUKHOBEHHE MTOKapOB B HEMTOCPEICTBEHHOM 2 0,6 BBICOKast aKTyajbHa
OJIM30CTH K TOMEIIEHUSM, B KOTOPBIX o
obpabateiBarotcs [1]] u apxuBam I1]] pesynsrare
HEHCIPaBHOH 3JIEKTPOIIPOBOAKHU, HEHCIIPABHBIX
TEXHHUYECKHUX CPE/ICTB, HAPYIICHHUS COTPYIHUKAMH
MIPaBWJI IPOTHBOIIOKAPHOI OE30MaCHOCTH.
29 Paspymenue 31aHuil, OTACTBFHBIX TOMEIICHUH 0 0,5 BBICOKas aKTyanbHa
s
30 BospaeiicTBre atMOc(hEpHOTO 3JIEKTPUYESCTBA 5 0,75 HHU3Kas aKTyasibHa
s
31 Bo3HUKHOBEHHE CTUXUWHBIX 0UaroB MOXKapoB 2 0,6 HHU3Kast HEaKTyaJlb
Hast
32 ABapuu B CHCTEMaXx 3JIEKTPOITUTAHUS 5 0,75 HHU3Kas aKTyajbHa
s
33 Hapymenue teMnepaTypHOTO pexuma B 5 0,75 cpemHsis aKTyaJlbHa
MOMEIIEHHUSIX C KPUTHUECKHM 000py10BaHHEM s
pe3ysbTaTe HEUCIIPABHOCTH CHCTEM
KOHJMLIMOHHPOBAHHMS
34 ABapuu B cHCTEMaxX OTOIICHHUS M BOJOCHA0KEHUS 2 0,75 cpenHsis aKTyaJlbHa
B HEMOCPEACTBEHHON OJIM30CTH K MOMEIIEHUSIM, B s

KoTOphIX oOpadateiBatorcst 1] u apxusam I1]]
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